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The Permanent Mission of Ecuador to the Organization of American States (OAS) presents its compliments to the General Secretariat of the OAS and, in follow-up to Ecuadorian proposal presented at the Sixth Meeting of the Forum on Confidence- and Security-Building Measures, held at the headquarters of the Organization on March 12, 2015, is pleased to enclose herewith the concept paper “Inclusion of a New Confidence- and Security-Building Measure in Line with Progress in the 21st Century” (Committee on Hemispheric Security (CSH) / VI Forum on CSBMs).

The Mission kindly requests that the Secretariat include this paper as part of the background documents from the above-mentioned forum and that it distribute this note verbale and its enclosure to the permanent missions of the OAS member states.


The Permanent Mission of Ecuador to the Organization of American States (OAS) avails itself of this opportunity to convey to the General Secretariat of the OAS assurances of its highest consideration.

Washington, D.C., March 23, 2015
General Secretariat
Organization of American States
Washington, D.C. 

ANNEX

Conceptual Framework

Inclusion of a New Confidence- and Security-Building

Measure (CSBM) in Line with Progress in 21st Century

Committee on Hemispheric Security (CSH) / VI Forum on CSBMs

The changes now taking place in the international arena, the consolidation of democracy in the Hemisphere, technological advances, the use of new information and communication technologies, as well as the emergence of new threats to the stability and security of states and their citizens, are all factors that require that the members countries of the Organization of American States (OAS) continue the necessary process of regional reflection and dialogue in order to adapt to those new circumstances and continue promoting mutual confidence building, a process that began in 1991 at the twenty-first regular session of the OAS General Assembly in Santiago, Chile .

In this ever-shifting context, new forms of collaboration need to be identified in order to consolidate peace and security in the Hemisphere, ensure that the purposes and principles of the Charter of the OAS are effectively fulfilled, guarantee compliance with the principles of international law—in particular, human rights law and international humanitarian law—and promote friendly and cooperative relations, all of which will help to bolster security in the region.

Respect for international law, faithful compliance with treaties, the peaceful settlement of disputes, respect for sovereignty and the principle of nonintervention, and the prohibition of the use or threat of the use of force, in accordance with the terms of the Charters of the United Nations and the Organization of American States, are the basis for peaceful coexistence and security in the Hemisphere, and constitute the framework for the development of confidence- and security-building measures.
/
The OAS member states have agreed that an essential condition for achieving an effective international security system is that all states submit to universal, equal, and binding rules.
/
In this framework, the governments of the Hemisphere have attached special priority to identifying the risks, threats and challenges facing the Americas at the beginning of this millennium, and have stressed the importance of promoting an international climate of trust and peace based on cooperation in accordance with the objectives and principles of the OAS Charter.
/
Considering that “[c]onfidence- and security-building measures must be adapted to the geographic, political, social, cultural, (technological,
/) and economic conditions (and realities
/) of each region, and they have their own scope, as experience in the Hemisphere has amply demonstrated”;
/ in the 2003 Declaration on Security in the Americas, the member states agreed that "[c]onfidence- and security-building measures and transparency in defense and security policies contribute to increasing stability, safeguarding hemispheric and international peace and security, and consolidating democracy,” and recommended that the CSH meet periodically as the “Forum for Confidence- and Security-Building Measures” in order to "review and evaluate existing confidence- and security-building measures" and, if appropriate, consider new measures that would make it possible to ensure progress in this area."
/
Furthermore, in the Plan of Action of the Third Summit of the Americas, held in Quebec City, the Heads of State and Government declared that they would strive to improve the transparency and accountability of defense and security institutions and promote greater understanding and cooperation among government agencies involved in security and defense issues.
/
At MISPA IV held in Medellín, Colombia, in November 2013, the ministers responsible for public security in the Americas decided to “[c]ontinue strengthening the development of regional and bilateral mechanisms for sharing operational and/or intelligence information, in order to prevent and investigate, in accordance with domestic laws, the transnational organized crime and insecurity affecting the Hemisphere.” They also reaffirmed “that the exchange of information between public security institutions of the States is key to strengthening international cooperation aimed at preventing, confronting, and investigating criminal activities that pose a threat to public security and that the process by which data and information are obtained must be in accordance with domestic law, international agreements, and full respect for human rights.”
This issue was addressed at the universal level in United Nations General Assembly resolution A/RES/68/167, “The right to privacy in the digital age,” adopted by consensus on December 18, 2013.

At the forty-fourth regular session of the OAS General Assembly in June 2014, the ministers of foreign affairs agreed that the sixth meeting of the Forum on CSBMs would analyze the relevance of discussing new measures, including those "related to adopting and adapting domestic legislation in processes for obtaining data and information, in order to prevent, address, and investigate criminal activities that threaten security, in light of the realities of the 21st century."

PROPOSED NEW CONFIDENCE- AND SECURITY-BUILDING MEASURE

Continuing the necessary process of discussions aimed at eliminating factors that generate distrust among the states of the Hemisphere, in order to identify new forms of collaboration to consolidate peace, ensure effective fulfillment of the purposes and principles of the OAS Charter, guarantee compliance with international law, and promote friendly and cooperative relations, Ecuador proposes the inclusion of a 37th CSBM:
“Exchange information related to adopting and adapting provisions under domestic laws that govern processes for obtaining data and information, and exchange experience in prevention, management of, and protection against cyber threats, with a view to sustained mutual cooperation to prevent, address, and investigate criminal activities that threaten security, while respecting generally recognized principles of international law, particularly human rights.”

That exchange of information at the subregional and regional level in the Hemisphere, on the basis of respect for the domestic laws of each state, is essential for building confidence among the states of the region and underscoring the importance of national and regional efforts to counter new threats to the security of states, particularly in the fight against organized-crime groups.

� FILENAME  \* MERGEFORMAT �CP34299E08�








�.	Declaration of Miami /Consensus of Miami, February 2003, OEA/Ser.K/XXIX, RESEGRE/doc.4/03 rev. 3.


�.	Declaration of San Salvador on CSBMs, February 1998, OEA/Ser.K/XXIX.2, COSEGRE.II/doc.7/98 rev. 3. See also Declaration of Santiago on CSBMs, November 1995, OEA/Ser.K/XXIX.2 COSEGRE/doc.18/95 rev. 3. Declaration of Miami /Consensus of Miami, February 2003, OEA/Ser.K/XXIX, RESEGRE/doc.4/03 rev. 3.


�.	 Declaration of Santiago on CSBMs, November 1995, OEA/Ser.K/XXIX.2, COSEGRE/doc.18/95 rev. 3.


�.	Ibidem.


�.	Included by Ecuador.


�.	Declaration of Santiago on CSBMs, November 1995, OEA/Ser.K/XXIX.2 COSEGRE/doc.18/95 rev. 3.


�.	Declaration on Security in the Americas, October 2003, par. 51, OEA/Ser.K/XXXVIII CES/dec.1/03 rev. 1 and resolution AG/RES. 2447 (XXXIX-O/09), “Confidence- and Security-Building in the Americas,” June 2009.


�.	Resolution AG/RES. 2447 (XXXIX-O/09), “Confidence- and Security-Building in the Americas,” June 2009.





